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1. Document Control

Document Title P27 Privacy Policy and Procedure
Policy Owner CEO
Approved By CEO
Approval Date 30t Mar 2026
Effective Date 31* Mar 2026
Review Date December 2027
Version 3.0
2. Purpose

This policy outlines how Brighton Institute of Technology (BIT) collects, manages, stores, uses,
discloses and protects personal information in accordance with:

e Privacy Act 1988 (Cth)

e Australian Privacy Principles (APPs)

e Standards for Registered Training Organisations (RTOs) 2025

e National Code of Practice for Providers of Education and Training to Overseas Students 2018
e ESOS Act 2000

e Student Identifiers Act 2014

e Relevant ASQA Practice Guides and regulatory requirements.

BIT is committed to maintaining the confidentiality, integrity, accessibility and security of all personal
information relating to students, staff, contractors, education agents and other stakeholders.

This policy ensures that:

a. Personal information is managed lawfully, fairly and transparently.
Individuals are informed about how their information is collected, used and disclosed.
Records are securely maintained and protected from misuse, loss, unauthorised access or
disclosure.

d. Students are able to access and correct their personal information.

e. BIT complies with all regulatory reporting obligations relating to student and training
records.

3. Scope
This policy applies to:
a. Current and prospective students
b. International students
c. Staff and contractors
d. Education agents

e. Third-party service providers
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f. Employers and industry partners
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g. Any individual whose personal information is collected or held by BIT.
This policy applies to all formats of information including:

a. Electronic records

b. Hard copy documents

c. Audio or visual records

d. Email communications

e. Student management systems

f. Cloud-based storage systems.

4. Responsibility

The CEO is responsible for ensuring the implementation, monitoring and continuous improvement of
this policy.

Compliance Officer responsibilities include:

a. Monitoring compliance with privacy legislation and regulatory obligations.
b. Managing privacy-related complaints and breaches.
c. Ensuring secure record management systems are maintained.

Administration Staff responsibilities include:

a. Collecting and handling personal information in accordance with this policy.
b. Ensuring information accuracy and confidentiality.
c. Reporting privacy breaches or concerns immediately.

Trainers and Assessors responsibilities include:

a. Maintaining confidentiality of student information.
b. Securely managing assessment evidence and academic records.

All staff are responsible for maintaining the confidentiality and security of personal information
accessed during their employment or engagement with BIT.

5. Definitions

a. Personal Information: Information or an opinion about an identified individual, or an
individual who is reasonably identifiable:

e whether the information or opinion is true or not; and

e whether the information or opinion is recorded in a material form or not.’
b. Sensitive Information Sensitive information includes information relating to:

e Racial or ethnic origin

¢ Religious beliefs

e Political opinions

e  Criminal record

e Health information

e Membership of professional associations or trade unions

e Sexual orientation.
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d. APPs The Australian Privacy Principles established under the Privacy Act 1988 governing the
handling of personal information.

6. Legislative Background

This policy is informed by and aligned with:

Privacy Act 1988 (Cth)

Australian Privacy Principles (APPs)

Standards for Registered Training Organisations (RTOs) 2025

Compliance Standards for NVR Registered Training Organisations 2025

National Code of Practice for Providers of Education and Training to Overseas Students 2018
Education Services for Overseas Students Act 2000 (ESOS Act)

Student Identifiers Act 2014

National VET Data Policy and AVETMISS reporting requirements

ASQA Practice Guides relating to records management, data integrity and learner protection.

e

7. Policy Principles

BIT is committed to managing personal information in an open, transparent and responsible
manner.

BIT will ensure that:

a. Personal information is only collected where necessary for business, educational,
compliance or legal purposes.

Information collected is accurate, current, complete and relevant.

Information is securely stored and protected against misuse, interference, loss,
unauthorised access, modification or disclosure.

Individuals are informed about the purpose for collection of information.

Personal information is only used or disclosed for authorised purposes.

Students may access and request correction of their personal information.

Records are retained in accordance with legislative and regulatory requirements.
Staff receive guidance regarding privacy obligations and confidentiality requirements.

o T
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8. Collection of Personal Information
BIT collects personal information only where reasonably necessary for:

Student enrolment and administration

T o

Delivery and assessment of training

Regulatory reporting obligations

Issuing AQF certification documentation
Student support services

Employment and human resource management

Compliance and audit purposes.

S m o0 oo 0

Information may include:
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Name and contact details
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Identification documents
Date of birth

Emergency contact details

. Academic records

Assessment evidence
Visa and immigration information
Unique Student Identifier (USI)

Payment and financial information.

BIT may collect information through:

a.

b.

e.

f.

Enrolment forms and applications
Student interviews and correspondence
Online portals and website submissions
Emails, phone calls and meetings

Third parties authorised by the individual

Government agencies where required by law.

BIT will take reasonable steps to notify individuals of:

a.

b.

d.

e.

The purpose of collection

How the information will be used

Any organisations to whom the information may be disclosed
Consequences of not providing information

How to access and correct personal information.
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Where lawful and practicable, individuals may make general enquiries anonymously; however, full

identification is required for enrolment and certification purposes.

9. Use and Disclosure of Personal Information

BIT will only use or disclose personal information for the purpose for which it was collected unless:

a. Consent has been obtained from the individual.

b. Disclosure is authorised or required by law.
c. Disclosure is necessary to lessen or prevent serious threat to health or safety.

Personal information may be disclosed to:

S0 o a0 T o

ASQA

NCVER

Department of Education
Department of Home Affairs

Tuition Protection Service (TPS)
State and Commonwealth agencies
USI Registrar

Education agents (where authorised)
Employers or third parties with student consent.
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Course enrolment

Academic progress

Attendance

Student contact details

Visa-related matters

Deferrals, suspensions or cancellations.

-0 a0 T o

BIT will not sell or rent personal information to third parties.
10. Access to and Correction of Personal Information

Individuals may request access to their personal information held by BIT.
BIT will:

a. Respond to requests within 30 calendar days.
b. Provide access in the requested format where reasonable and practicable.
c. Allow correction of inaccurate, incomplete or outdated information.

Requests for access or correction should be submitted in writing to Student Administration
or the Compliance Officer.

BIT may refuse access where permitted by law, including where:

Access would unreasonably impact the privacy of others
Information relates to legal proceedings

Access would pose a serious threat to safety

The request is frivolous or vexatious

Disclosure is prohibited by law.

m o 0o T o

If access or correction is refused, BIT will provide written reasons and information regarding
complaints processes.

BIT does not charge a fee for access to personal information. Administrative fees may apply
for replacement certification documentation.

11. Storage and Security of Information

BIT will take all reasonable steps to protect personal information from:

a. Misuse

b. Interference

c. Loss

d. Unauthorised access
e. Modification

f. Disclosure.
Security measures include:

a. Password-protected electronic systems
b. Controlled access permissions

c. Secure physical storage cabinets and offices
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e. Staff confidentiality obligations
f. Secure destruction of records when retention periods expire.

BIT retains:

a. AQF certification records for 30 years
b. Assessment evidence for a minimum of 2 years after completion.

c. Where information is no longer required, BIT will securely destroy or de-identify the
information in accordance with legislative requirements.

12.  Unigue Student Identifier (USI) Requirements

BIT collects and verifies Unique Student Identifiers (USIs) in accordance with the Student Identifiers
Act 2014.

BIT will:
a. Verify USls prior to issuing AQF certification documentation.
b. Securely store USl information.
c. Only disclose USIs where authorised by law.
d. Not use the USI as BIT’s internal identifier.

No AQF qualification or statement of attainment will be issued without a verified USI unless an
exemption applies under legislation.

13. Direct Marketing

BIT may use personal information to communicate information about:

a. Courses and training opportunities
b. Events and workshops
c. Student services

d. Industry engagement activities.

Individuals may opt out of marketing communications at any time using the unsubscribe process or
by contacting BIT.

BIT will not conduct direct marketing in breach of the Privacy Act 1988.

14. Cross Border Disclosure

BIT does not ordinarily disclose personal information to overseas recipients unless:

a. Consent has been obtained from the individual.
b. Disclosure is required by law.
c. Appropriate privacy protections are in place.

Where overseas disclosure occurs, BIT will take reasonable steps to ensure the overseas recipient
handles the information consistently with Australian privacy obligations.
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15. Complaints and Breaches of Privacy

Individuals who believe their privacy has been breached may submit a complaint in accordance with
the Complaints and Appeals Policy and Procedure.

Privacy complaints may be submitted in writing to the CEO or Compliance Officer.
BIT will:

a. Acknowledge complaints promptly.

b. Investigate complaints fairly and confidentially.

c. Maintain records of privacy complaints and outcomes.
d. Implement corrective actions where required.

Where a serious privacy breach occurs, BIT may:

Undertake a formal investigation

Notify affected individuals

Notify relevant authorities where required by law
Implement remedial and preventive actions.

a0 oo

16. Procedure

Collection of Information

e Personal information is collected through authorised forms, systems and processes.
e Students are provided with privacy collection notices during enrolment.
e Staff ensure collected information is relevant and accurate.

ii.  Storage of Information

e Student records are stored within authorised student management systems and
secure server locations.
e Hard copy files are maintained in locked cabinets with controlled access.

iii. Access Requests

e Requests for access or correction must be submitted in writing.
e |dentity verification may be required before information is released.
e Requests are processed within 30 calendar days.

iv. Disclosure of Information

e Information is disclosed only where authorised.
o  Staff must verify identity and authority prior to disclosure.
e Disclosure activities must be documented where required.

v.  Management of Privacy Breaches

e All suspected breaches must be reported immediately to the Compliance Officer.
e Breaches are investigated and documented.
e Corrective and preventive actions are implemented.
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vi.  Secure Disposal
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e Records reaching end-of-retention periods are securely destroyed.
e Disposal methods include shredding, secure deletion or use of approved disposal
services.

17. Records Management

All records relating to privacy and personal information are maintained in accordance with the
Records Management Policy and applicable legislative requirements.

BIT ensures that records are:

e Accurate

e Secure

e Accessible to authorised personnel
e Retained for required periods

e Auditable and traceable.

18. Monitoring and Continuous Improvement

BIT monitors compliance with this policy through:

e Internal audits

e Compliance reviews

e Staff training

e Complaint analysis
e Risk assessments

¢ Continuous improvement activities.

The CEO and Compliance Officer are responsible for reviewing the effectiveness of this
policy and implementing improvements where required

19. Record of Revisions

- Version
Revision Date Number Summary of Changes Approved By
April 2025 2.0 Policy revised to meet SRTO Standards 2025 CEO
Mar 2026 3.0 Updated location address and layout CEO
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